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How Compliance Standards Translate to Patient Data Safety

When a hospital evaluates a clinical system, the question worth
asking is not whether it has a compliance certificate, but what that
certificate is actually built on. India's Digital Personal Data
Protection Act (DPDP Act) sets the legal expectation for patient
data protection in India. VAPT audits and OWASP Top 10 are how
DPDP Act hospitals compliance gets tested and measured in
practice.

Where Patient Data Moves in a Clinical Setting

Every clinical touchpoint that touches a network is a data event
under the DPDP Act.
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Each row in this table is a point where an operating room data
privacy gap in India becomes a compliance gap, and a compliance
gap becomes a legal one.

What DPDP Act Hospitals Compliance Requires

The Act treats patient data as personal data subject to lawful
processing, purpose limitation, and security safeguards, with breach
notification obligations if something goes wrong. What it does not
do is specify the technical mechanism a hospital or vendor must
use to meet these obligations. It sets the destination, not the route.
This is the core of hospital data security compliance in India:
knowing the obligation exists is not the same as proving it is met.
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VAPT Audit for Hospital Systems: Where the Testing Happens

Vulnerability Assessment and Penetration Testing simulates real
attack scenarios against a system: unauthorized access attempts,
privilege escalation, injection attacks. A CERT-In VAPT compliance
audit, conducted by a CERT-In empanelled agency, produces a
report that shows what was tested, what was found, and whether it
was fixed.

Under the DPDP Act, a current VAPT audit for hospital systems
functions as evidence of reasonable security measures. That
matters twice: once for prevention, and again for accountability if a
breach does occur and the hospital needs to show due diligence
was in place.

OWASP Top 10 Healthcare: A Shared Reference Point
The OWASP Top 10 is hot an audit. It is a maintained, community-

reviewed list of the most critical security risks in web and
application systems. Its value is that it is external and specific.

CSbCC dynamed www.esbeedynamed.com Page 3 of 5



Blog 28.08.2026

nstead of each vendor defining security on their own termes,
OWASP gives hospitals, IT teams, and auditors a common
benchmark to check claims against, which is central to medical
device cybersecurity compliance in India.

When a system addresses OWASP Top 10 healthcare risks, that is a
testable claim, not a marketing one.

How the Three Fit Together

DPDP sets the legal expectation. OWASP defines the technical
benchmark. VAPT tests whether a specific system meets that
benchmark at a given point in time. None of the three substitutes
for the others: DPDP does not specify technical controls, OWASP
does not create legal obligations, and VAPT does not define what
"secure" means on its own. Together, they form the chain that gives
a compliance certificate actual substance, and the basis of any
hospital IT security compliance checklist.

Questions Worth Asking Past the Certificate

e When was the last VAPT audit conducted, and were the findings
resolved or only logged

e |sthe system's security posture mapped against a current
version of OWASP Top 10, or an outdated one

e Does the vendor's data handling process map to specific DPDP
Act patient data obligations, or only to general "compliance"
language

e Who is the data protection officer accountable for the hospital's
systems
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FAQs

Does the DPDP Act apply to hospitals? Yes. If a system generates
data that can identify a patient, including case metadata tied to a
procedure, it falls under DPDP Act hospitals compliance
requirements.

What is a VAPT audit for hospital systems, and is it a one-time
requirement? It is a simulated attack test to find security gaps
before an actual breach does. It is not one-time. Systems and
threats change, so a VAPT report from several years ago does not
reflect current risk. Hospitals should ask when the last audit was
conducted, not whether one exists.

Does mapping to OWASP Top 10 healthcare guidelines mean a
system is fully secure? No. OWASP Top 10 covers the most critical
and common risks, not every possible vulnerability. It is a baseline,
not a ceiling.

Who is responsible for patient data protection in India when a
hospital uses a third-party vendor's system? Both. The vendor is
responsible for the system it builds and the safeguards it
implements. The hospital, as the entity processing patient data,
remains accountable for how that system is deployed and used.
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